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INTRODUCTION

About HIPAA BASICS™

HIPAA BASICS™ provides access to regulatory requirements and tasks, and helps
assess compliance status, assists tracking and reporting, and project planning. Itis
specifically designed for those who have responsibilities in assessing and implementing
compliance with the regulations relating to the Health Insurance Portability Act of 1996
Administrative Simplification. HIPAA BASICS™ allows users to conduct online
HIPAA compliance assessments, status reports, gap anaysis reports, and generate and
download project plans that are based on these assessments.

System Requirements

Hardware

» IBM Compatible PC with Intel PI1-350 processor (or better) with 64 MB (or higher)
RAM

» Mouse or pointing device.

Software

» Microsoft Internet Explorer version 5.0 (or higher),
» Notepad

» Adobe Acrobat Reader 5+, and

» Microsoft Project 2000

Settings

The PC should be configured to access the TMA network.

Getting Started

Users require avalid account with a user name and password in order to access HIPAA
BASICS. Subscriber Administrators are responsible for setting up and maintaining this
information. If you do not know who your Subscriber Administrator is, contact the
Privacy Official of the MTF. Before you login you have to know the “ Subscriber” name
of your MTF. The Subscriber Administrator or Privacy Officia will be able to provide
that information. Y ou may also cortact the TMA HIPAA Help Desk.

The best way to get started is to login and use the DEMO GAP. Thisis an assessment
(Gap Analysis) every user will see and have access to and is free to experiment with. It
will not count toward a limit of assessments set by the License Pak, nor will it be real
assessment. It is meant as alearning tool. Click on the hyperlinks and explore especially
the link under the “Answer” column. DEMO GAP is explained more fully in Section 3.

©2002-2003 Strategic Management Systems, Inc. vi
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1. PRE-PLANNING FOR HIPAA BASICS™

This section describes the recommended best practice approach for using HIPAA
BASICS™ in order to assess and track privacy compliance. This approach involves the
following steps:

Developing the Assessment Strategy
Assembling the Necessary Documentation
Organizing the Privacy Team

Creating the Team Assigned

Conducting the Assessment

Creating a Remediation Project

Tracking Progress During Remediation

v v v vV v v Vv

1.1 Developing the Assessment Strategy

The assessment strategy is developed to ensure that all aspects of privacy within the
organization are covered. The strategy determines whether this can be accomplished
with one overall assessment or if the process should be broken down into several
assessments.

Private sector experience shows that if a gap exists at the highest level of the covered
entity, it also exists at other levels. Therefore, a gap found once indicates that
remediation is required throughout the entire delivery system.

MTFs with very complex organizational structures that are considering conducting
multiple assessments are strongly encouraged to contact the TMA HIPAA Help Desk for
advice and assistance prior to initiating HIPAA BASICS™ assessments.

1.2 Assembling the Necessary Documentation

Current policies, procedures, protocols, forms, and other documentation related to the
following issues should be gathered for reference:

Release of health information

Patient access to health information

Patient consent and authorization

Business associate agreements

Developing and finalizing policies and procedures
Procedural training

v v vV v v Vv

1.3 Organizing the Privacy Team

The Chief Privacy Officer identifies the staff resources necessary to conduct the
assessment. The Chief Privacy Official should consider assigning team members based
on the major functional areas impacted by the privacy regulations (e.g., patient records,

©2002-2003 Strategic Management Systems, Inc.
All rights reserved.
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nursing). Designated department managers gather data more efficiently from their key
departments and can report this information to the Chief Privacy Official.

1.4 Creating the “Team Assigned

“Team Assigned” isaterm used in HIPAA BASICS™. It refersto ateam of users within
a Subscription who work jointly on an assessment. Each assessment will have its own
distinct Team Assigned.

Subscriber Administrator creates and manages the accounts of the Team Assigned.
Detailed functions of the Subscriber Administrator are described fully in Section 2.

The Chief Privacy Official becomes the Lead User and sets up and manages the privacy
assessment. Asthe Lead User, the Chief Privacy Officer identifies individuals who will
be designated to view, process, and load content into the MTF-Level Assessment. These
Regular Users comprise the Team Assigned. Depending on the MTF s assessment
strategy there may be more than one Lead User and more than one Team Assigned. Lead
Users in one assessment may also be Regular Users in another assessment.

Specific roles for Subscriber Administrators, Lead Users, and Regular Users are
described in greater detail in Section 2.

1.5 Conducting the Assessment

Utilizing HIPAA BASICS™, each MTF will be able to create an MTF-Level Privacy
Assessment and generate compliance status reports for the assessment. The goal isto
conduct asingle MTF-Level Privacy Assessment and avoid duplicative efforts

The completed privacy assessment becomes the basis for the MTF remediation plan and
then acts as the baseline for progress.

Experience has shown that assessments can take from 6 weeks to 3 months depending on
the size and complexity of the entity being assessed. The primary drivers of thistime
other than size and complexity are:

Developing the Privacy Team

Assembling necessary documentation

Availability of Privacy Team to work on the assessment
Knowledge and understanding of HIPAA regulations

v v v Vv

1.6 Creating a Remediation Project

The resulting remediation project plan will be further tailored to the MTF's
nomenclature, resources, and time estimates. The project plan may be presented in
Microsoft Excel, but first must be downloaded in MS Project and from there converted to
Excel.

©2002-2003 Strategic Management Systems, Inc. 8
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During remediation, Lead Users may aso refer to the Policies & Procedures modulein
the tool and download Privacy policiesin draft format. These templates aid the CPO in
drafting more detailed policies and procedures.

1.7 Tracking Progress during Remediation

Locking the MTF-Level Privacy Assessment freezes the compliance status of the MTF in
apoint intime. To track progress, it is suggested to use the “New Version” feature that
duplicates the final Privacy Assessment with al its entered notes, answers and Team
Assigned — ONLY AFTER the assessment process is complete and locked.

This duplicate will be unlocked and used to record progress going forward. Now users
should login to set “Incomplete”’ items (i.e., gaps) to “Complete” items, while they work
toward closing gaps. After a set period, the Chief Privacy Official should aim towards
completing this second assessment, which should record gaps as completed. Oncethat is
accomplished, this second assessment should be locked again. The Chief Privacy
Official will monitor progress similarly to the first assessment.

©2002-2003 Strategic Management Systems, Inc.
All rights reserved.
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2. USERTYPES

A number of users access the HIPAA BASICS™ tool for varying purposes. Below
describes different user types.

2.1 Subscriber

Subscriber refers to the organization that has purchased HIPAA BASICS™. The
Subscriber name is used in conjunction with the username and password to gain accessto
the HIPAA BASICS™ toal.

2.2 Subscriber Administrator

The Subscriber Administrator manages the HIPAA BASICSO user accounts within the
MTF and its freestanding clinics. The Subscriber Administrator sets up users; provides
user names and passwords; adds and modifies users; and maintains all user information.
In addition, the Subscriber Administrator of an MTF will be able to view and access all

compliance assessments of the MTF.

The Subscriber Administrator may also set up a compliance assessment for a Lead User.

The TMA HIPAA Help Desk will establish Subscriber Administrator accounts for each
MTF. The Subscriber Administrator of each MTF will then have the responsibility of
establishing accounts for Leader Users and Regular Users at the MTF.

Only Subscriber Administrator can access the Admin screen.

2.3 Lead Users

Lead Users establish compliance assessments, run reports, and generate project plans (for
downloading). All reports and outputs will be based on the particular compliance
assessments that the Lead User has set up.

Lead Users assign HIPAA Requirements to Regular Users for compliance assessment;
add or remove team members to a compliance assessment; and “lock” a compliance
assessment to prevent any further modifications. Lead Users have accessto all
information in their compliance assessments and are able to make changes to them.
(Lead Users will be able to perform the functions of a Regular User on another Lead
User’s compliance assessment. However, the Lead User will have the privileges of a
Regular User only on that compliance assessment). Lead Users may access the HIPAA
Policies and Procedures Module of the software and will be able to download policy
templates to reference.

Lead Users are generaly high-level managers that serve in positions such as HIPAA
Project Director, Privacy or Chief Privacy Official, Compliance Officer, or Security
Officers, Reimbursement Manager.

©2002-2003 Strategic Management Systems, Inc. 10
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2.4 Regular Users

Regular Users have the most basic access to the HIPAA BASICSO tool. Lead Users
assign Requirements Questions to them as part of a compliance assessment. Regular
Users answer only the Requirements Questions to which they are assigned. However,
they may view the work of other users assigned to the same compliance assessment.
Regular Users are typically subject matter experts in specific areas or assistants to the
Lead Users and affiliated with HIPAA work groups.

©2002-2003 Strategic Management Systems, Inc.
All rights reserved.
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3. ACCESSING HIPAA BASICS™

3.1 Loggingin

Users can access the HIPAA Basics application at www.hipaacompliance.tricare.osd.mil.
Click on Login to access the Subscriber account.

Exhibit 3-1. Login Screen

HIPAA _

ASICS

i Subscribers

This passward-pratected site is for HIPAA BASICS™ subscribers
only.

Exhibit 3-2. Terms of Use

Terms of Use

NOTICE AND CONSENT LOGON BEANNER
THIZ I3 A DEPARTHENT OF DEFENSE COMPUTEER S¥ITEM.

|»

This computer system, including all related egquipment, networks, and
network devices (specifically including Internet access), is provided only
for authorized U.2. Government use. DOD computer systems way be monitored
for =all lawful purposes, including to ensure that their use is authorized,
for management of the system, to facilitate protection against
unauthorized access, and to wverify security procedures, survivability, and
operational security. Monitoring includes active attacks by authorized
LoD entities to test or werify the security of this system. During
monitoring, information mway be examined, recorded, copied, and used for
authorized purposes.

211 information, including personal information, placed or sSent over this v|

Subscriber:

Enter the Subscriber’s name and Click on | Agree. If you don't know your MTF's
Subscriber name, contact the TMA HIPAA Help Desk.

©2002-2003 Strategic Management Systems, Inc. 12
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Exhibit 3-3. Enter User Name and Password

HIPAA

ﬁEASICS

User Name:l
F'assword:l

Lagin

Click Login and enter User Name and Password. Enter the User Name and Password
assigned by the Subscriber Administrator. Passwords must use capital and lower case
letters, symbols, and numbers for SSL encryption.

©2002-2003 Strategic Management Systems, Inc. 13
All rights reserved.
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3.2 Main Menu Screen

From the main menu screen users can access all modulesin HIPAA BASICSO . On the
left portion of the screen, users can toggle between Users, Gap Analysis Project List, and

Policies & Forms module.

Exhibit 3-4. Main Menu Screen

Subscriber

Gap Analysis Project List
Baseline Admirnstrative Simplfication Integrated Compliance Solution

Client Data Entry Data

Answer Assign Collection Gap ID Rel Edit Report Status
" Users Date
SMSine Suhsorhar 10312002 DEMO GAP 1
; e Adrninistrator
 Gap Analysis Praject List .
ShSlnc Jane Dog 121172002 WTF-1 1 Edit Report Status

 Palicies & Forms
Jane Doe

112 5 West Street
Suite 200

Alexandria VA 22314 US
703-555-5555

CurrentUser Add Gap

3.3 Demo Gap

ThisDemo Gap alows users to become familiar with the tool outside of an actual
assessment. Each user has access to the Demo Gap every time they login to HIPAA
BASICS™,

Exhibit 3-5. Demo Gap

HIPAA
<BASICS

Gap Anakysis Project List

il Dats Doy Dadta
f—— y —— Caolinction Gap 1D finl  Edit Aepart Steie
~ Ussrs Rain
: = et HR osi oo T 0 =W
B o BMEIne Coeneha Dortgohimid 10 M- Diema 1

T Polices & Ferma
Submcriter SAdministraler

CurmerELlams Sudmin

The new user may access the Answer, Assign, Edit, Report, and Status hyperlinks
depending on the user status.

©2002-2003 Strategic Management Systems, Inc. 14
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When the Subscriber Administrator adds users, each user will be assigned to a Demo Gap
to practice working on assessments. The Subscriber Administrator is the Lead User of
this Demo Gap. Thereis no Project Plan to be downloaded from the Demo Gap. If there
isany New Release, the Demo Gap will be renamed as the Previous Version of the Demo
Gap. Users should always practice with the New Demo prior to conducting areal
assessment.

3.4 Info Page

The Info link on the Main Menu Screen provides further information to al users within
the tool. Frequently Asked Questions (FAQs) may be listed, as well as other relevant
HIPAA BASICS™ information . The user guide is posted on the Info page.

3.5 Help Page

Each area of HIPAA BASICS™ has a Help link that directs users to detailed help
information about the current screen. Click on Help to access the information.

The Help Screen also contains clickable links that provide further information on select
topics.

Exhibit 3-6. Help Screen

“<BASICS™
Amnalys | ctList
_ This is the Man Mero whers pou can view and accees __
-nluii;;::m E;llna 10 ﬁ;hﬁl 1I-an_ﬂn|15g al mh ‘EEIPEMLE
ar or cips & Fores H you chek tha au® buttan
Chigart Data Enary an :Lsr:::-ern in this application it willtake you back 1a this Rl Edit Report
T aers
SMSnC The Cliemt Data Entry ares alows you o toggle between LF |
¥ tap Analynis Pmject List Tt rap Ansheis Piojes L, and ZPofcies & -
Shiting Forma” sachiors of the program & uaer may pol see all the 1 Edi Bepodt Sisjus
i loggle bultons deperding on the lovel of the user: Lead Lses
" Polcias & Foms and the Subscrber Adrmiri=tator Lser vill be sbls 1o ioggle
Jane Doo between Lizere, Gap Arabesis Project Liel and Policles srd
112 = Yesl Sires Foire & agular Usar sl only be able 1o see the Users and
e 200 Gap Anatysis Projact List ioggle butlons
Lo LR e e 2 Usza tha toggla butaons on the lefl to rmose babween:
TO3-BEE-5555 [1) the di=play of the Gap Analysis Propscis that you ans [%
currsnily working on either by woursalf or jorkly with olher
v I Users,
Lureqilieen cdd Gap 2 the Uagrs, el
[Zh Policies & Forms
Mata: The toggke buttons thal am dsplayed on the soraen
ars basad on the License Pak thal you have =ubscrbed 10, F
you =m not sure about whech License Pak you heen
subacribead o pleass comact your Subscriver Adminisiraor
©2002-2003 Strategic Management Systems, Inc. 15
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4. ADMINISTRATION

4.1 Subscriber Administration Functions

The Subscriber Administrator may generate reports on any of the gap analyses/
assessments in the Subscriber account. This function should be primarily used as a back-
up capability when the Lead User is unable to generate the reports for their assessments.

Exhibit 4-1. Main Admin Screen

Subscriber Administrator

Baseline Administrative Simplhification Tnteprated Compliance Selution

gﬂRATEGICMANAGEMENI SYSTEMS, INC.

On this Menu the Subscriber Administrator can:

» Review the Gap Analysis List, which provides access to al gap analysis/assessment
projects currently in use within the Subscription account. The Subscriber
Administrator has full privileges and can modify data, team assignments, and
generate outputs. (This functionality should not be used for routine purposes, but to
assist in troubleshooting or when Lead User level or User level privileges change or
assistance is requested).

» Conduct User Admin, such as editing and modifying user accounts, changing
passwords, user names, contact information, etc.

» Add Users within the scope of the License Pak. (Newly added users should be aderted
to the fact that their accounts have been setup and their email should be verified.
Passwords should not be emailed.)

» Add Gap Analysis projects. This functionality is not intended for routine purpose of
setting up Gap Analysis Projects/Assessments. Lead Users, heading these projects,
should set up their own gap analysis projects/assessments. However, they may ask for
assistance. This feature can aso be used for reassignments that may become
necessary because employees user privileges change.

©2002-2003 Strategic Management Systems, Inc. 16
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The Subscriber Administrator level user has the highest and full privileges to all accounts
and data under the Subscription Agreement. Responsibilities should be handled by
professionals who follow best practices in information systems security and system
administration.

Additional navigational buttons are provided for usersin the Admin area:

» LogOff takes users out of the HIPAA BASICS™ tool.
o0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go to the Subscriber Administrator's Gap Analysis Project List by clicking on Back.

4.2 Gap Analysis Projects

Exhibit 4-2. Gap Analysis Project List Screen

Gap Analysis Project List

Baseline Admurustrative Simplfication Integrated Complance Solution
liatd Status
Answer Assignments Collection Gap ID Rel  Edit Report Gap Status
Date Report
SMSine Subscriber Adrninistrator 1073172002 DEMO GAP 1 Edit Repot Status
SMSIne Cornelia Dorfschrmid 10/3152002 CMD-Demo 1 Edit PReport Status  ARCHIWED
SMSIne Jane Do 12172002 MWTF-1 1 Edit Report Status

Thisisthe Gap Analysis Project List screen. Only the Subscriber Administrator can
access this screen.

The screen displays alist of all the HIPAA Gap Analysis Projects for the Subscriber and
gives the Subscriber Administrator a choice of:

» Viewing or entering data into a particular gap analysis/assessment by clicking the
respective link under the Answer column.

» Viewing or assigning the Team of Users working on the particular gap analysis/
assessment project, including assigned Requirements by clicking the links under the
Assignment column. The link under the Assignment column identifies the Lead User.

» Viewing the Data Collection Date for the respective gap analysi s/assessment.

» Viewing the Gap ID that identifies the gap analysis/assessment and will display on
the Gap Analysis Project List.

©2002-2003 Strategic Management Systems, Inc. 17
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» Clicking the Edit link, to edit information and details about the particular gap
analysis/assessment.

» Clicking the Report link to see and/or download text-based Reports on different
standards. This link appears only if you have Report generation capabilities.

» Clicking the Status link to check the status of compliance with the HIPAA standards
graphically. This link appears only if you have Report rights.

» Viewing the file status of a Gap Analysis project via Gap Status.
Additional navigational buttons are provided for users in the Admin area:

» L ogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go to the Subscriber Administrator's Gap Analysis Project List by clicking on Back.

4.2.1 Adding a New Gap Analysis Project

Exhibit 4-3. Add New Gap Analysis Project Screen

Add New Gap Analysis Project

Lead User:*
Data Collection Date:
Gap ID:

Notes for Client:

Date Completed:

Internal:

Nemy/ersion

Clear

Thisisthe Add New Gap Analysis Project screen. Only Subscriber Administrator Users
and Lead Users can access this screen.

Enter the Gap Analysis Project details. Items marked with an asterisk (*) are mandatory.

Choose the Lead User for the Gap Analysis Project. Choice of Lead User may be limited
by the License Pak subscription.

The Date Collection Date will display on the Gap Anaysis Project List. It will also
appear on the Gap Analysis Report.

©2002-2003 Strategic Management Systems, Inc. 18
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Information in the Notes for Client field will be displayed on top of the Gap Anaysis
Report. It can be used for facility names, team member lists, location codes, etc.

The Date completed will be used as the final date for the completion of the project.

The Internal Note can be used for internal notes or comments about the project. Text will
not appear elsewhere.

You will get a message if the Gap is added successfully.

Click on:

4

4

Clear to clear dl fields.
New Versionto create a new version of the Gap Analysis Project.
Add to add the new Gap Analysis Project

Ar chive to archive a Gap Analysis Project.

o0 Thiswill create aMS Access file (.mdb) on the server that can be downloaded.
Only Subscriber Administrator Users can see this button to edit the actual Gap
Analysis. This button will not appear on the demo version. You will get a
message box to reconfirm your decision. The Archived Gap will be counted
toward the expiration date limit as in your subscription.

Remove from Server will appear if you aready archived the Gap anaysis. It will
allow the Subscriber Admin to remove the Gap (.mdb) file from the server. The
(.mdb) file will no longer be available for download. Only Subscriber Administrator
Users can see this button.

Additional navigational buttons are provided for usersin the Admin area:

4

4

L ogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

Go back to the Subscriber Administrator’s Menu by clicking on Back.
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4.3 User Administration

Exhibit 4-4. User Admin Screen

HIPAA

 LogOf  Menw | Back Subscriber Users
Baseline Administratrve Stnplification Integrated Compliance Sohution
User Level # Gaps City Zip E-Mail Phone Fax
Cornelia Darfschmid Lead User 1 Alexandria 22314 cdarfschmid@strategicm. com J03-635-1419  703-836-5285
Jane Doe Lead User 1 Alexandria 22314 janedoe@smaincyz.biz 703-555-6555
John Dog User Alexandia 22314 iohndoefsmainciyz.biz J03-555-5505
Subscriber Administrator Adrministrator cdorfschmidfstrategicm. com

Thisis the Subscriber Users screen. Only Subscriber Administrator users can access this
screen.

The user can see alist of Subscriber Users along with:

User Name

Leve

User City

User Zip

User E Mail address
User Phone

User Fax

v v vV v v v Vv

Click on User Name to view user details on the Current User. The Subscriber
Administrator users have the right to edit the user details including a change of password.

Additional navigational buttons are provided for users in the Admin area:

» LogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go to the Subscriber Administrator's Gap Analysis Project List by clicking on M enu.
(Only available for Subscriber Administrator users.)

» Go back to the Administrators Menu by clicking on Back.

©2002-2003 Strategic Management Systems, Inc. 20
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4.3.1 Adding New Users

Exhi

bit 4-5. Add New User Screen

Add Mew User
Slirst Mame: * E-Mail: =
Middie Name: | Phone:
Last Name: = | Faw: [
=i | _ﬂ B
Jisplay as ™ Full Hame
M dirasa: I— Choose Passeerid:
Sl pss: | LN J
.I—'- P assuenmid: * l—

‘Iﬁ Conflem Passemnd- *
Lannal Uisar "

Thisisthe Add New User Screen. Only the Subscriber Administrator can access this screen.

Enter the user details. Items marked with an asterisk (*) are mandatory.

4

Choose a Title from the available options in the list.

First Name.

Middle Name.

Last Name.

Choose a Suffix from the available options in the list.

Home page of the Subscriber User, if any, in the box next to WWWeb.
E-Mail address of the Subscriber User.

Phone number of the Subscriber User.

Fax number of the Subscriber User.

Toll Free (800) number of the Subscriber user.

“Display as’ is atoggle which is used by the system to display the Subscriber user in
the Reports and the lists. Currently only the default option is available.
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» Address information of the Subscriber user.

0 Addresslines1and 2

City

Choose from alist of Statesin the US and CANADA.
Country

Zip

O O O O

Userld

Password (Passwords must have at least 8 characters and include numbers, upper and
lower case letters, and a symbol such as"!" or "&")

Confirm Password

Choose the Level of the user. It is set to User (Regular User) by default. The License
Pak that you or your organization has subscribed to may limit choice of Level. A
Lead User level indicates rights to setup gap analysis projects/assessments, and to
assemble Teams to work on these projects. Lead Users may also have reporting and
project plan generation privileges. Lead Users typically also have access to Policies
and Procedures templates. A Regular User level does not allow report, project plan, or
policy generation.

The user can click on:

» Add to add the new user. A message is displayed if the user is added successfully.
» Clear to clear all fields.

HINT: After you have added a new user, please ensure that their email is correct and alert them

by that email that their account is set up and ready for use. For security reasons,
passwords should be not emailed and be communicated differently.

Additiona navigational buttons are provided for users in the Admin area:

4

»

4.4

L ogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

Go to the Subscriber Administrator's Gap Analysis Project List by clicking on Menu.
(Only available for Subscriber Administrator users.)

Go back to the Administrators Menu by clicking on Back

Interactions with TMA HIPAA Help Desk and Administrative Users

The TMA HIPAA Help Desk can be contacted by email. Click on the “Contact Us’ link
on the main menu or email them at hipaasupport@tma.osd.mil.
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5. HIPAA BASICS™ MODULES

Exhibit 5-1. Gap Analysis Project List

Gap Analysis Project List
Baseline Administrative Simplification Integrated Compliance Solution
Client Data Entry Data
Answer Assign Collection Gap ID Rel Edit Report Status

" Users : Date

SMSine subeeiber 107312002 DEMO GAP 1

) ) ) Administrator

* Gap Analysis Project List _

ShdSline Jane Dos 12172002 MTF-1 1 Edit Report Status

" Palicies & Forms
Jane Dog

112 5. West Street
Suite 200

Alexandria WA 22314 US
703-556-6665

urrentllzer Add Gap

5.1 Gap Analysis Project List

The Gap Analysis Project List Screen is the default main screen in HIPAA BASICS™.,
When a user logs into their user account, they will automatically be taken to the Gap
Analysis Project List Screen. Each displayed row represents an assessment.

In this module, users can view and access information relating to the Gap Analysis
Project List, Users, or Policies & Forms. Clicking the M enu button elsewhere in this
application will take you back to the Gap Analysis Project List screen.

The Client Data Entry area alows you to toggle between the "Users', "Gap Anaysis
Project List", and "Policies & Forms' modules of the program. A user may not see all
the toggle buttons depending on the level of the user. Lead Users and the Subscriber
Administrator User will be able to toggle between Users, Gap Analysis Project List, and
Policies and Forms. A Regular User will only be able to see the Users and Gap Analysis
Project List toggle buttons.

The Client Data Entry area lists the contact information of the currently logged-in user.
In the Client Data Entry area, there are several links:

The CurrentUser link allows users to view information about the User Details of your
account.

The Add Gap link is used by the Lead User to add a new Gap Analysis Project. Regular
Users will not have this link.
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The Admin link provides access to the Subscriber Administrator screen. This link
appears only if you are logged in as a Subscriber Administrator.

Each row of information represents a different and distinct compliance assessment.
There are six columns of information on the Gap Analysis Project List screen:

Answer

Assign

Data Collection Date
Gap ID

Edit

Report

Status

v v vV v v v Vv

Links under Answer alow the user to answer a requirement and all of its related test/task
items. The link displays the name of the Subscribing Organization.

Links under Assign allow the Lead User to assign Requirements to users and view the

status of the test/task items related to those Requirements. Regular Users can view who
has been assigned to a Requirement. The link displays the name of the Lead User who
owns the gap analysi g/assessment.

Data Collection Date is entered by the Lead User when a new gap analysis/assessment is
setup. It indicates the starting calendar date of the gap analysi S/assessment.

Gap 1D isentered by the Lead User when setting up a new gap analysis/assessment. Each
Gap 1D should be unique, and alow all users to quickly distinguish between the gap
analyses/assessments. The Gap ID can be afacility name, location, department, HIPAA
Rule, etc. It must clearly identify the area being assessed. The Gap ID name should NOT
use commas, slashes, dashes, etc.

HINT: Gap ID’s can be changed by the Lead User who owns the gap analysis/assessment;
however, assessments cannot be deleted once they are created. Also note, that a
particular gap analysis/assessment cannot be transferred from one Lead User to another.

Links under Edit can only be viewed by the Lead User who owns the gap analysis/
assessment. The Edit screen alows the Lead User to enter data about the gap analysis/
assessment, as well as generate the project plan for the gap analysis/assessment, and
reassign user assignments within a gap analysis/assessment. Only Lead Users and the
Subscriber Administrator have the capability to edit information about a gap analysis/
assessment or generate a project plan.
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Links under Report can only be viewed by the Lead User who owns the gap analysis/
assessment. The Report screen alows the Lead User to generate reports. Only Lead Users
and the Subscriber Administrator have the capability to create areport.

Links under Status can only be viewed by the Lead User who owns the gap analysis/
assessment. The Status screen allows the Lead User to create a graphical status report
about the gap analysig/assessment. Only Lead Users and Subscriber Administrators can
create these reports.

The Gap Analysis Project List Module also contains navigational tools:

» L ogOff takes users out of the HIPAA BASICS™ tool.
o0 Usersmust log off or they will be locked out of the system for twenty minutes.

Go back to the previous screen by clicking on Back.
Go to the Contact Us form by clicking on Contact Us.
Go to the Info page by clicking on | nfo.

Go to the Help Screen by clicking on Help.

v v v Vv

5.2 Users

Exhibit 5-2. Users Screen — User Team by Gap ID

“<BASICS”
Baseline Administrative Simplification Integrated Compliance Solution
Client Data Entry User Zip E-Mail Phone 800 #
Subscriber Administrator cdofschmid@strategicm.com
 Users

Cornelia Dofschrmid - 22314 cdodfschmidf@strategicm. com 703-535-1419

John D 2234 johnd i biz - 703-555-5555
" Gap Analysis Project List e Jofindos@smsincxyz.biz

" Palicies & Farms
Jane Doe

112 5 West Strest
Suite 200

Alevandria WA 22314 US
703-555-5555

Currentlzer

The Users screen displays the following Information:

» The Zip column lists the zip codes of all users.
» The EMail column lists the email address of all users.
» The Phone 800# column lists the contact phone number of all users,

©2002-2003 Strategic Management Systems, Inc. 25
All rights reserved.



HIPAA BAS ICS™ User Manual for TRICARE

Clicking on the CurrentUser link allows users to view information about the User Details
of your account

The "Admin" link takes you to the Subscriber Administrator screen. This link appears
only if you are logged in as a Subscriber Administrator.

Under the User column, you see alist of all users of any level working with you.

Exhibit 5-3. Users Screen Shot — User Team by Gap ID

Tinla Uszr Toam Data Collection Date Report Date Gap ID
I Subzeriber Adminigirsdor 100002 DEMD CAR
First Hame omelfa Darfechrid 1031200 DEMD GaP
Subschtss Jana e 10 /2002 DEMD GAP
o John Doe 10/57/2002 DEMD AP
Comels Dofechmid 107212010 EMD-Daenin
L Subsciiber Adminisirator 32002 CID-Derno
il s e
Suffiz

Cliant Ory. Mams
| DT
J?dlr_zn

Y ou may click on the user’s name to see additional details about a user beyond what is
displayed on the screen. This includes information about the user, such as address, phone

number, and email, as well as alisting of all the gap analyses/assessments that the user is
involved in.

The Users module also contains navigational tools:

» L ogOff takes users out of the HIPAA BASICS™ tool.
o0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the previous screen by clicking on Back.
» Go back to the Gap Analysis Project List by clicking on M enu.
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5.3 Policies and Forms

Exhibit 5-4. Policies and Forms

HIPAA _
<BASICS

I A = Sl [ Ho
Baselne Admmistrative Simplicabon Integrated Compliance Solutbon
Client Dats Entry o piPAARule  © Catngory
= | Stmnclerd = for thes P acy of Inchacalky denibable He sith infomeatan =
Userz Podicy ar Fosm Kame Dascipilon PDE Tos Regeiromees
. : . “emicahan of Enlilies Reque=ting Use Venhcation for  B-000- P-000- 100
" o Analysic Proest List or Digcinguns of Prilscted HeaITI'-g Requasting PH 01 0100
Infamation
 Policies & Foms Idantifying whari Routine Hesith Identifying PHI P-00C- PRDOC- 112
S Infarretion Becaress: Proteced Heslth QL 075t
1125 Weel Stinet Infaraion )
Suila 200 Dieclosing and Requasting anly the  Disclosume of BEOOG P.O0S 113
. Mrimum Amounl of Prolected Health  Minimum PHI Q] pf 01 tsd
Alayandria WA 33314 LS Infarration Nacassary Hacassary
PR-EEE5E50 Craating Oe-daridod Infommation Creating Da- BOid. P00 114
Idermdad 01k 01 bk
Crra ittt e Irikor ratia n
Obtaning Indivicual Consant For Cibaining BO0E PODE 116
Prmaders and Plane Consent Ul Dbt
Reaoking Corflicling Consenta and Aagolang P-I0E- P-DOE- 117
Authonzabons Canfhct O g 01 .bst
Ciizclosing Profeched Healh Jdudicial B PO POER- 118

Infarestion Tor Judicial s Adminigteation 0] g 01 L
Adminitraton Fekees Halaase

Dhimcinging Proiectsd Heath Disclosume for  P-006- PLOOG- 119
Infarretion Tor Haslth Cwaraigh Hualih Qvarsight 01 pof 0100

Lead Users have access to the Policies & Forms component of the software.

A selection for viewing Policies and Forms can be made by selecting the HIPAA Rule or
Category and choosing the appropriate item on the drop down list. All Policies and Forms
are categorized by HIPAA Rule, (e.g., Privacy) and Project Category (e.g., Individua
Rights).

Exhibit 5-5. Policies and Forms — by HIPAA Rule

Cligmt Dada Emtry
e
7 Gap Analyas Propscr List

# Palicias & Foms

Policies and Forms

Baselne Admmetratree Smpificabon Integrated Complance Solobon

: © HIPAARUIE T Category
1 Serdaids for the Prisacy of Inchuduslly Henvliakle Heahb Infoemanan 1
Stenderts ior Eleciinic Transaciong amnd Code Sefs W rmant
il hatianal Sandard Healh Cans Provicar Inksniiiar
o [ l OI'IIJJElEll:JIIZII'IIZ- |elun|ja|1:.l$

bl Hatianal Sianderd Employar idertilar
14419 pistiana) Stancerd Heslt Fisn Henilier )

Infarrnatlon for Heshh Qs it

dana Dioa Info R R

112 B. "Wt Strast Infnirriglion

=uke 200 Dieclasing and Raguesting only the  Disclosure o Pu03. P00 113
Pdimimum Amount of Protected Heallh  binimom PH 0 pdf 01.0st

Akandila v/ Z2314 LIS Information Mecezsary Necmszary

FIE-555-5865 Crmating Die-Identified Informrestion Cresting De E404- P-004- 114

Idemtified Dlpdf Ogak

LCumeniller Infarmation
Qbtaining Irdividual Conserd For Cibtaining B08- P-QOS 116
Froviders and Plans Carymert D pdf D1 fat
Rezoking Conficting Consents and  Pasching E006- P-O0E- 197
Bidhonzatone Carflid Dpdf 01 4=t
Dizclo=ing Protected Healkh Judicial & P07 Pnz- 113
Infornation for Judicial and Sadmistration  DLpdf D11t
Adminisiration Releass Releass
Dizclazing Piotectad Healh Digelogurete P08 P-OOE- 119

Heallh Dwersighi 01 pdf 01 tet
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HIPAA Rule represents the regul ations and implementation specifications of HIPAA
Administrative Simplification, including:

Standards for Transactions and Code Sets,

National Provider Identifier and Plan Identifier;

National Employer Identifier;

Security and Electronic Signature Standards; and

Standards for Privacy of Individually Identifiable Health Information.

v v v v Vv

Only the Subscriber Administrator and Lead Users can access the Policies and Forms
area.

Exhibit 5-6. Policies and Forms — by Category

Palicies and Forms
Baselre Admmistrative Simplfication Integrated Compliance Soluton
Cliemt Data Emtny " HIPAARulE  F Catngory
kanegeman of Prodacted Heats Infoimiadan 3
£ Lizals Fesagernen of Frobacied Haakh inormedan T [e———
\ergi| == of Fratected Hesith Infomation Yithautindnadual Aubanr efion
™ Gap Analysis Projact List Wiar{biEining Indridusl Authanzahion
gl o ZEG D Initiated b Il idual
- 5 Ired bt il Rl crts o Probacied Haabi o maian A
& Policias & Forma Dicd A horicstion initisled by Onganzaton
dana Do MIN¥ e poyrmcin with Business Parners
112 8. ‘Wiest Straat Ly (e of Presacy Prachces B
Sutn 200 Creat r]:lmu_g.mg Procassas
srminston
LR Inodent mnd Cantrganoy Flen x
FI3555-5055 Uaing Protacted Haalth formation e Facilty P02 P-[EE 128
Facildy Direclanas Drewnclor s [ pdf 01.tsd
Cumardllaer Using Predacted Haalth bormation e Plolification of P29 PLO20C 140
Irvohemend In =nd Mobfication of the Irdwidual's Care QL pdi Q1.6
Individual's Care
Using and Dizcle=ing Proteciad Health  Madostiog B03t- PO 142
Wlarnation for Marketing O pdf 01.ts
Dizciozing Protectad Heall Infommnation Funckaising  P40E2- PLEE- 143
o Fundraizlng Puiposes O pl 31.ts
Using and Disckaig Protactad Haalh Undarsting PUI33. P-OEE 144
IMformnation for Underwmhing or Riate Opdf 01t
Seiting

Category is a project category. Each Requirement with all its associated Test/Task Items
is grouped under one Category only. Thisis a proprietary classification and designed to
help filter and also facilitate gap analysis/assessment data entry. The HIPAA BASICS™
project plan uses these same categories.

The Policies and Forms that you selected for further review are listed under the column
“Policy or Form Name”.

The “Description” column provides a short description of the policy.
The column titled “PDF” provides alink to the policy or form in PDF version. The PDF

file name for the policy/form uses the format P-nnn-vv.pdf, where nnn stands for the
policy/form number and vv for the version number.
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To view the PDF version before downloading the file, click on the PDF link and follow
the directions to download the file. To download a PDF version of the Policy/Form
without viewing the file first, right click on the desired policy link under the PDF column
and then click on Save as and specify afile/folder location on your computer.

The “Text” column provides alink to the text version of the policy/form in P-nnn-vv.txt.
format, where nnn stands for the policy/form number and vv for the version number.

To view the Text version before downloading the file, click on the text link and follow
the directions to download the file. To download a Text version of the Policy/Form, right
click on the desired policy under the Text column and click on Save as and specify a
file/folder location on your computer.

The “Requirement” column lists the Requirement numbers which apply to the policy or
form. To view the text of the Requirement, i.e., the HIPAA standard, move the mouse
over the highlighted number and a pop-up screen will display the Requirement identified
by that number. Please remember that these integer numbers are proprietary and
idiosyncratic to HIPAA BASICS™ and do not refer to any numbering/paragraphs in the
regulation text or HIPAA statute.

Use the toggle buttons in the Client Data Entry area to move between:

(2) the display of the Gap Analysis Project List with gap analyses that you are currently
working on either by yourself or jointly with other users,

(2) the Users, and

(3) Policies & Forms
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6. SETTING UP ASSIGNMENTS

6.1 Gap Analysis Setup

Click on Add Gap on the Gap Analysis Project List screen to add a new gap
analysigassessment. Only the Lead User has access to the Add Gap link in HIPAA
BASICS™,

Exhibit 6-1. Edit Gap Analysis Screen

| HIPAA

Edit Gap Analysis

Data Collection Date: "IEN {2002

larget Completion: li

Project Start: li

aap ID: IMTF17
Gap Active: v

Jate Completed: 1/31/2003

Notes for Client:

nternal:

The Edit Gap Analysis Screen can only be accessed by the Subscriber Administrator and
Lead Users.

The Lead User field will display the Lead User’s name by defaullt.

Data Collection Date will display on the Gap Analysis Project List. It will also appear on
the Gap AnaysiAssessment Report. Thisis an optional field that allows the Lead User
to input a start date for the gap analys s/assessment.

The Target Completion Date is an optional field for the Lead User to enter the proposed
date for the completion of the project.

The Project Start Date will be used as a start date for the Project Management Plan. This
date is entered before downloading the project plan from HIPAA BASICS™.

The Gap ID identifies the gap analysis/assessment, and will display on the Gap Analysis
Project List. The Gap ID can be a number, name, facility ID, etc.

The Gap Active box indicates active or inactive status of the gap analysi s/assessment.
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» When a checkmark appears in the box, the gap analysig/assessment is active for data
entry and editing by assigned Team members is allowed. Once the Gap Active is set
to inactive (locked), the gap project will be displayed only.

» The purpose of the Active/lnactive data box is to allow/disallow editing on the gap
analysig/assessment. The gap analysis/assessment remains unaltered if set to Inactive.
Typicaly thisis done by a Lead User when he/she is ready to print a final Report and
generate afinal Project Management Plan.

» The Lead User can reactivate the Gap and allow editing by setting it to Active
(unlocked).

HINT: The Lead User may also delete all Team members from the gap analysis/assessment to
ensure that nobody can alter the data after data collection is final.

The Date Completed can be used as the final date for the completion of the Project.

The Notes for Client field can be used for any text. It will appear on top of the printed
Gap Analysis Report. For example, afacility name or team members or location may be
entered.

The Internal Note is afield to record notes or comments about this project. It will not be
integrated in any report or plan.

Click on:
» Update for any change to take effect.
» Project Planand follow instructions to generate a Project Management Plan.

» Reassign User Assignments to reassign Team Members, i.e., transfer the assigned
Requirements and subsidiary Tasks from one team member to another.

Additiona navigational buttons are provided for users in the Edit Gap Analysis area:

» LogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap analysis Project List by clicking on M enu.
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6.2 Assigning Users

After setting up a new gap anaysisassessment, the Lead User must add team members to
the gap analysis/assessment, and assign Requirements to those users. Only the Lead User
and the Subscriber Administrator can add users to a gap analysi s/assessment.

Exhibit 6-2. Assigning New Users

HIPAA
£BASICS

Baseline Administrative Simphfication Integrated Compliance Solution
Client Data Entry Data
Answer Assign Callection Gap ID Rel Edit Report Status

" Users _ Date

SMSie slbsuoer 1073172002 DEMO GAP 1

e Administrator

¥ Gap Analysis Project List ‘

ShSInc Jane Do 121172002 WTF-1 1 Edit Repord Status
" Pulicies & Forms
Jane Doe
112 5. West Street
Suite 200
Alexandria YA 22314 US
703-555-5555

Currentlser Add Gap

Links under Assign on the Gap Analysis Project List page allow Lead Users to assign
Requirements to users.

HINT: Links under the Assign column display the name of the Lead User who owns the gap

analysis/assessment. Only the Lead User who owns the gap analysis/assessment can
add team members.
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Exhibit 6-3. Assign Requirements Screen
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Clicking on the link under Assign brings the Lead User to the Assign Requirements area.
From here, click on Team Assigned to add users to the gap analysi S/assessment.

Exhibit 6-4. Adding Users through Team Assigned Screen

HIPAA _
£BASICS

-- v ; ! 2 _-

Lead User: Jane Doe
Team Members

Usars

M [JeneDee |

I

Thisisthe Team Assigned screen. The Subscriber Administrator, Lead User, and Regular
User can access this screen. However, the Subscriber Administrator and Lead User are
the only users authorized to add or delete members from ateam. A Regular User can see
the team members but cannot update data using this screen.
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A Subscriber Administrator or aLead User can create a Team of Users using this screen.
The purpose of the Team of Usersisto view or work together on a gap analysis/
assessment. Each gap analysis/assessment has its own team. The default team
assignment is always the Lead User who has setup the gap analysis. The Lead User must
add on additional users to the team in order to assign requirements.

HINT: Lead Users can assign a user to a team without providing them with assignments. These

users then have a view-only functionality, and cannot make changes to any of the
Requirements or their tasks.

Click on:

» Add to add a new team member to the gap analysis project. The screen then alows
you to select a user from a new drop down box.

» Click on Save to add the team member.

» Click Cancel to skip and not add the new team member.

HINT: You can add one particular user to the team of a gap analysis/assessment only once.
You can add the same user to another gap analysis/assessment, as long as you are the
Lead User for that particular gap analysis/assessment or the Subscriber Administrator.

» Delete to delete a team member from the gap analys s/assessment by checking the
box next to the team member's name. The Requirements assigned to the team member
being deleted from the team are assigned back to the Lead User. Y ou cannot delete
the Lead User/owner of a gap anaysis from the team.

Additional navigational buttons are provided for usersin the Team Assigned area:

» L ogOff takes usersout of the HIPAA BASICS™ toal.
o0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.
» Go to the Assign Requirements screen by clicking on AssignRequir ement.
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6.3 Assigning Requirements

Now that ateam of users has been assigned to the gap analysi s/assessment, the users can
be assigned Requirements.

Clicking on the link under Assign brings the Lead User to the Assign Requirements area.
On the Assign Requirements screen, the Subscriber Administrator and Lead User can
make Requirement assignments to all users on the particular gap analysi/assessment.
Regular users can view who has been assigned to a specific Requirement, but cannot
change the assignment.

HINT: Use the Privacy Requirements List and other supporting documents issued to TMA in

November 2002 to identify the Privacy Requirements and their Functional Areas.
Contact the TMA HIPAA Help Desk or your Privacy Officer for a copy.

Exhibit 6-5. Lead Users — Assigning Requirements
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To assign a Requirement to a team member, simply choose the member's name in the
corresponding Requirement row(s) under the Assigned to column and click on Update.
Update must be pressed in order for any change to take affect. A Regular User can just
see the assignments and cannot update data using this screen.

The assignment of Requirements can be facilitated by choosing to sort the Requirements
by HIPAA Rule, Functional Area, or Category.

All Requirements are categorized by HIPAA Rule, (e.g., Privacy), Project Category (e.g.,
Individual Rights), and Functional Area (e.g., Billing and Reimbursement).
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The user can see the following information on the Assign Requirements screen:

» “Reg#”’, which identifies the number of a particular Requirement.

» The requirements listed under the “Requirement Question” column.

» The assigned users under the “Assigned to” column.

» Details of the Requirement Test/task status in the following five columns on the right:

o

o O O O

Completed
Does Not Apply
Not-Answered
Not-Complete
Totd.

Additional navigational buttons are provided for users in the Assign Requirement area:

» LogOff takes users out of the HIPAA BASICS™ tool.

o

Users must log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List screen by clicking on M enu.

» Go to the Team Assigned screen by clicking on TeamAssigned.
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6.4 Reassigning User Assignments

The Subscriber Administrator and Lead User can reassign user assignments within a gap
analysi s/assessment.

Exhibit 6-6. Lead User — Reassigning User Assignments

HIPAA _
£BASICS

Gap Analysis Project List
Baseline Admumstrative Smplification Integrated Compliance Solution
Client Data Entry Data
Answer Assign Collection Gap ID Rel Edit Report Status

" Users : Date
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R Administrator

¥ Gap Analysis Project List ’

ShiSine Jane Do 121172002 WTF-1 1 Edi Report Status
" Palicies & Forms
Jane Doe
112 5. West Street
Suite 200
Alexandria ¥4 22314 Us
703-655-6655

CurrentUser Add Gap

Click on Edit on the Gap Analysis Project List screen. On the Edit Gap Analysis screen,
click Reassign User Assignments.

Exhibit 6-7. Lead User - Edit Gap Analysis and User Assignments

Edit Gap Analysis
Data Collection Date: h2ﬂ,’2002
larget Completion: l—
“roject Start: l—
ap ID: IMTF1—
Gap Active: v

Date Completed: 14312003

Notes for Client:

nternal: .
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Requirements can be reassigned from one user to another user on the gap analysis/
assessment by selecting the name of the user to reassign Requirements from in the
“From” drop-down box, and selecting the name of the user being assigned the
Requirements in the “To” drop down box.

Exhibit 6-8. Lead User — Reassigning User Assignments Completed

HIPAA

IS

Lead User: Jane Doe

From the dropdown hoxes helow, select the Team Members fo reassign the Requirements.

From To

Jane Doe I |- |

Click Reassign Assignments to reassign ALL the Requirements that belong to a user to
the new user.

Individual Requirements can be reassigned using the Assign Requirements screen. To re-
assign a Requirement to a team member, simply choose the member's name that is the
corresponding Requirement row(s) under the Assigned to column and click on Update.
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6.5 Deleting a User from a Team

Subscriber Administrators and Lead Users can delete users from a gap analysis/
assessment.

From the Gap Analysis Project List screen, click on the links under Assign to access the

Assign Requirements screen. From the Assign Requirements screen, click on the Team
Assigned button.

Exhibit 6-9. Lead User — Deleting users from gap analysis
ABASICS'

Lead User: Jane Doe
Team Members

Users
M [JeneDos i

To delete a user from the team, place a check mark in the box next to the user to be
deleted. Click Delete, and then click Update to save the change.

HINT: If a user is deleted from a gap analysis/assessment without reassigning their
Requirements first, all of the assignments will revert back to the Lead User.

6.6 Viewing User Assignments

Users of dl levels can view who is assigned to a requirement in two ways.
Viewing the Assign Requirements screen
Viewing the actual Requirements themselves

Only the Subscriber Administrator and the Lead User who owns the gap
analysis/assessment can assign or reassign users to a Requirement.

HINT: Update buttons only appear on Requirements that are assigned to the currently logged-in
user. If you do not see an update button, you are not assigned to the Requirement.
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7. DEFINING TASKS AND REQUIREMENTS

7.1 Accessing the Answer Requirements Screen

From the Gap Analysis Project List screen, click on the links under the Answer column
to answer the Requirements and their related test/task items.

Exhibit 7-1. Gap Analysis Project List Screen

HIPAA _
£BASICS

Bageline Admiristrative Sunplfication Integrated Compliance Solution
Client Data Entry Data
Answer Assign Collection Gap ID Rel Edit Report Status

" Users : Date

aMine Subscrber 1073112002 DEMO GAP 1

: : Adrministrator

(% Gap Analysis Project List

Sh3lne Jane Do 12172002 WTF-1 1 Edt Report Status

{* Policies & Forms
Jane Dog

112 5. West Street
Suite 200

Alexandria WA 22314 US
703-555-5556

CurrentUser Add Gap

The links listed under the Answer column each represent a different gap analysis/
assessment. The link reflects the name of the Subscriber organization (MTF).
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Exhibit 7-2. Requirements and Gap Answers Screen

¥ HIPAS Bule © Functional fea T Category
Slendards for Elecmanic Transacians and Code Sets | m|m-uu]dllusans =
d Fl.nqllr.mnltﬂundun

A Requirement represents a Standard of the HIPAA Administrative Simplification
Regulations. The Requirement is further broken down into a set of Requirement
Test/Task items that are more manageable and illustrate the implementation issues
associated with this Requirement. Non-Compliance with these Test/Task Items creates a
gap. The exact number of Requirements depends on the Version or Release of HIPAA
BASICS™. There are approximately 220-230 Requirements per Version in the system.
Each Requirement has up to 20 Test Items.

The number under the "#" column identifies the number of a particular Requirement. If
the number isin bold, the Requirement for that Gap Analysis Project is assigned to you
and you may answer the Test/Task Items and enter data.

There are two methods of finding the Requirements that are assigned to a user:

» All Requirement numbers in bold type are assigned to the currently logged-in user.
This means that the user can answer and change the Requirement.

» Userscan aso filter by the “Assigned to” drop-down box to view what is assigned.
This feature lets you further filter the Requirement Questions by a user that is
assigned to the Gap Analysis. If you select “All Users’ the entire list of Requirements
for aHIPAA Rule, Category, or Functional Areais displayed.

©2002-2003 Strategic Management Systems, Inc. 41
All rights reserved.



HIPAA BAS ICS™ User Manual for TRICARE

7.2 Filtering Requirements

On the Requirements and Gap Answers screen you can select the set of Requirements
you wish to address. The Requirements selected for further review and answering are

listed under the column "Requirement Question ". Y ou may click on the Requirement
Question link to see further details.

Exhibit 7-3. Requirements and Gap Answers Screen — Filters
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Selection for the viewing or answering of Requirements can be done by toggling between
HIPAA Rule, Functional Area, and Category and choosing the appropriate item on the
drop down list. The selection can be further filtered by the user that is assigned to the
Requirement for that gap analysis/assessment.

To filter the Requirements choose the appropriate user from the "Assigned to" drop down
list. All Requirements are categorized by HIPAA Rule, (e.g., Privacy), Project Category
(e.g., Individual Rights), and Functiona Area (e.g., Billing and Reimbursement).

HIPAA Rule represent the regulations and implementation specifications of HIPAA
Administrative Simplification, including: Standards for Transactions and Code Sets;
National Provider Identifier and Plan Identifier; National Employer Identifier; Security
and Electronic Signature Standards; and Standards for Privacy of Individually
|dentifiable Health Information.

Functional Areais an area within an organization that HPAA BASICS™ suggests as
being knowledgeable or responsible for addressing and resolving compliance with a
Requirement. Thisis a proprietary classification and may not exactly correspond to your
organization but may help filter and conduct data entry. The HIPAA BASICS™ project
plan uses these same Functiona Areas as defaults.
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Category is aproject category. Each Requirement with all its associated Test Itemsis
grouped under one Category only. Thisis a proprietary classification and designed to
help filter and conduct data entry. The HIPAA BASICS™ project plan uses these same
Categories.

Additional navigational buttons are provided for users in the Requirements and Gap
Answers area:

» LogOff takes users out of the HIPAA BASICS™ tool.
0 Users must log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.

» Go back to the Gap Analysis Project List by clicking on Back.

7.3 Answering a Requirement and its Test/Task Items

Exhibit 7-4. Requirement Tasks Screen

Requirement Tasks
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Thisisthe Requirement Tasks screen. All levels of users can access this screen.

Each Requirement is broken down into Requirement Test/Task items. At this time there
may be up to 20 such items for each Requirement. The HIPAA Rule, Functional Area,
Project Category, Regulatory Authority, and Requirement Introduction indicate how this
Requirement is categorized. The Requirement Question shows the Requirement under
discussion.
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Requirement settings, modifications, and data entry are only alowed by usersthat are
assigned to the particular Requirement and are part of the team of users working on the
particular gap analysis/assessment.

The text of the Requirement or Test/Task Items cannot be modified. Tasks (or Test

Items) are numbered, for example 1.01, 1.02, 1.03.... The number before the period
signifies the Requirement number, the two digits after the period the Test/Task Item. The
numbering system is proprietary and idiosyncratic to HIPAA BASICS™ and not related
to regulation text.

Exhibit 7-5. Requirements Tasks Screen Test/Task Items
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The Test/Task Items are set to "Applicable”" by default (there will be a check mark in the
Applicability field to the right of the screen). A user can modify these settings and turn
the Applicability off or on. Test/Task Items marked as "Not Applicable" (no check mark)
will not be part of the Report or associated Project Plan.

The purpose of the Applicability feature isto allow for tailoring of agap anayss/
assessment to a user's particular circumstance and need. For example, turning al but the
Requirements under the Privacy rule to Not Applicable will allow for a"Privacy only”
gap analysig/assessment and report. The Lead User controls the applicability settings.

If aTest/Task Item is marked as applicable, the check mark will be displayed. If
applicable, the user may answer the Item by clicking on the drop-down box on the left
and setting it to "Complete" or "Incomplete”.

"Not Answered” istheinitial setting if a Requirement Test/Task has never been
answered. "Incomplete” indicates a Gap and will trigger a Task in the Project Plan for
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this gap analysis/assessment. "Complete”" suggests that this item is completed and no
further task or actions step toward compliance is suggested.

It is also possible to mark ALL items as Incomplete or Complete. Use the Alll
Complete/Not Complete check box above the test/task items to mark all at once.

In order for any entries or changes to take effect the User must click the Update button at
the top or bottom of the screen. If you do not see the button, it means that this particular
Requirement is not assigned to you and you cannot make any changes effective. The
Lead User will always see the Update button and can modify the entry.

Selective viewing is possible by toggling between "Applicable”, "Not Applicable", and
"All". Thiswill display only the selected part of the listed Requirement Test/Task items,
without editing the content.

Clicking on the underlined text of a Requirement Test/Task item will open the screen for
entering Task Notes. The user can enter a Task Note for each and every Requirement
Test/Task item of a gap anaysis/assessment, if the Requirement is assigned to him or her.
This Task Note will be displayed in the Report if the user chooses, and & so incorporated
in an associated project plan.

Clicking on Reguirement Question will open the screen for entering Requirement Notes
for the Requirement under discussion. The user can enter a Requirement Note for each
and every Requirement that is assigned to him or her in a particular gap
analysis/assessment. This Requirement Note will be displayed in the Gap Analysis
Report and also incorporated in an associated project plan.

Only the Subscriber Administrator and Lead User of a Gap Analysis Project can edit all
Notes.

Additional navigational buttons are provided for users in the Requirement Tasks area:

» LogOff takes users out of the HIPAA BASICS™ tool.
0 Users must log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.

» Go back to the Gap Analysis Project List by clicking on Back.
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7.4 Making Requirement Notes

Exhibit 7-6. Requirement Tasks Screen — Requirement Question
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Mmmﬂm_@mﬁ Docurnanted pobcias and pmcsdunes for femaly designating & parson & iha offcisd who will be resporsbiz Tor he devalopmant and
mmplemeniation of pricies and procedurss regardng it pivecy of indindusl healh rdommestion.
Fagulavory Aunkoring HIPAL privsions raquine covensd endilies [0 designale an amployes oF oLher parson to serve &2 1he oMcial msponsible for b devslopenernt

of policies and procedures for the use and disclosure of protecied heslth information The de=ignation of an oficial would focus the
eapongiblity Tor deseloprent of prisecy policy. |4 164.5300a1]

Requiremen Intro{Tha organzation should designale 3 managemant lawel employss who will ovarsas the deelopment, implemant ation, and managamen of
acindlleg Bnauring tha priccy of indmdus heatib inkomatlon

o Status Hequirement Test " Applicabla < Hot Appiosble T Al Applicability

B ot snawered 5 Cocurrnl the adminatmlive golicies s procadurss daed to meet 1his @edarsd. k.
i [T — Ineludis i desengtion of the Pirscy Oficial's wsponsibiltes aod dutis, =
ik ey — Sefemnces 3 parsonnel clesrance famesmnck. o
Lo e — Zpeciies 2 hienrchy of piogy and seouity management rokes. R
e Im Ciykbn roc m= for nominah & 1o fll o
T ey pe—— | : ; i =
e o7 Im vplane neRrEpD| I

Click on the Requirement Question link on the Requirement Tasks screen. This will
open the screen for entering Requirement Notes.

Exhibit 7-7. Requirement Notes Screen

Requirement Notes
HIPAA Rule Standards for the Privacy of Individually Identifiable Health Infarmation

Functional AreaHurnan Resources
Project Category/: Management Personnel
Requirement Questiun'd& Documented policies and procedures for formally designating a person as the official wha will be respansible for the development and
implementation of policies and procedures regarding the privacy of individual health infarmatian.
Regulatory Authority HIFAA provisions require covered entities to designate an employee or other person to serve as the official responsible for the development
of policies and procedures for the use and disclosure of protectad health information. The designation of an official would focus the
responsibility for development of privacy policy. [§ 164.530(3)]
Requirement Intro|The arganization should designate a management level employee who will aversee the development, implementation, and management of
activities ensuring the privacy of individual health informatian.

Requirement Notes: -

-

Update

Thisisthe Requirement Notes screen. All Levels of Users can access this screen.
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The user can enter text into the Requirement Notes field for each Requirement assigned
to him or her in a Gap Analysis Project. This Requirement Note will be displayed in the
Reports, if desired, and also incorporated in an associated project management plan.

You MUST click on the Update button in order to make the Note entry effective. If you
do not see an Update button it is because this Requirement is not assigned to you for
answering.

Different from the Requirement Notes are the Task Notes. They should be used to
comment on a particular test/task item of a Requirement. Task Notes will also appear in
the Report, if desired.

Additional navigational buttons are provided for users in the Requirement Notes area:
L ogOff takes users out of the HIPAA BASICS™ tool.
0 Users must log off or they will be locked out of the system for twenty
minutes.

Go back to the Gap Analysis Project List by clicking on M enu.
Go back to the Requirement Tasks by clicking on Back.

7.5 Writing Task Notes

Exhibit 7-8. Requirement Tasks Screen — Task Notes

Reqguirement Tasks

HEPAA Rulde Standards for the Pmacy of Individualty Identifisbie Heallh infarmation
Furctiopal frsaHumen Fesowrces
Prject Cateyong Managarment Poersonns
D.I.II:H].I.I'14$' Ciocumented policies and pracedures for fommslly desigrating a8 person as the oficial who will be re=ponsible for the development and
nplementation of policles ard procecnes regarding the petecy of indladual healih inforration
Regrilatary fusharhiy HIPAS prosisions requie covred antites 1o designata an arployae of ofhar person 1o sere as the oficial eeponaibke forthe davloprsn
of policie= and procedurss for the uss and dsclosurs of proieckesd health icformabion. The desigristion of an oficial woold oo the
rasparsibiley for devalopmant of privacy policy. [& 154.520(&)]
Requirement IndrofTha arpanzation should designate a managemant leal amployes who will oversea the development, mplamantation, and managament of
aciivtiss eansurng b privacy of indwidual health micrmation

o Sales Feguiranast Tost " Applicsbl T Mot Applicable = Al Agplicabilin

et [TEr— | Dagument ihe scdminizieatie policies and propedurss uzed to meel this reeuirement. K
et [Pyr—| Ineludes 3 deesnplian of the Priemey Offimal's epansibiles and dies, F
i [P p—| Befererces a prrmonne] clearance fameswark, W
el B [Treyre— | Specifies a hierarchy of privacy snd securidy menagerert mles I+
bt [Ty pm———g | Cwtlings the procedums for pamisting candidates to fil the g, ¥
BB [Nt rewered = Diullines the precedures fr salacling a candidate for the priscy managemant role, )
0 [Tt reered 3] Eaplaing s mafapning dufias ¥

The user can enter text into the Task Notes field for a Requirement Test/Task of each and
every Requirement that is assigned to him or her in a particular gap analysis/assessment.

Click on the text of the test/task to enter the Task Note area.
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Exhibit 7-9. Task Notes Screen

Task Notes
HIPAA Rule Standards for the Privacy of Individually [dentifiable Health Information

Functional AreaHuman Resources

Project Category: Management Personnel
Requirement Question@d3: Documented policies and procedures for formally designating a person as the official who will be responsible for the development and
implementation of policies and procedures regarding the privacy of individual health information.
Regulatory Authority HIPAA provisions require covered entities to designate an employee or other person to serve as the official responsible for the development
of policies and procedures for the use and disclosure of protected health information. The designation of an official would focus the
responsibility for development of privacy palicy. [ 184.530(3)]
Requirement Intro[The organization should designate a management level employee who will oversee the development, implementation, and management of
[actities ensuring the privacy of individual health inforration.

TasklD: 49.01
Requirement Test: Document the administrative policies and procedures used to meet this requirement.
Task Notes: |

2
| uocre

Thisisthe Task Notes screen. All Levels of Users can access this screen.

This Task Note will be displayed in the Report if chosen by the user, and also
incorporated in an associated project management plan.

TMA requiresa Task Note for each and every task.

You MUST click on the Update button in order to make the Note entry effective. If you
do not see an Update button it is because this Requirement and its test/task items are not
assigned to you for answering or modification. A Lead User can modify all Task Notes
of the gap analyses/assessments he or she has set up.

Different from the Task Notes are the Requirement Notes. They should be used to
comment on the Requirement in general. They can also be displayed in the Report.

Additional navigational buttons are provided for users in the Task Notes area:

» LogOff takes users out of the HIPAA BASICS™ tool.
o0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.

» Go back to the Gap Analysis Project List by clicking on Back.
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8. REPORTING

8.1 Generating the Reports

Only Lead Users and the Subscriber Administrator have the capability to create a report.

HINT: Reports can be generated multiple times throughout the gap analysis/assessment
process. However, it is recommended that strict version control be implemented to
ensure all users are working from the same report at any given time.

Exhibit 8-1. Gap Analysis Project List Screen

Subscriber

ap Analysis Project List

Baseline Administratve Simplfication Inteprated Comp ce Solution
Client Data Entry Data
Answer Assign Collection Gap ID Rel Edit Report Status

" Jsers : Date

SMSlne Silhscrine; 1073172002 DEMO GAP 1

N Adrninistrator

1+ Gap Analysis Project List !

SMSlnc Jane Do 12072002 MATF-1 1 Edit Report Status
{" Pulicies & Forms
Jane Dog
112 5. Wast Streat
Suite 200
Alexandria YA 22314 U
703-555-5555

urrentliser Add Gap

From the Gap Analysis Project List screen, click on the Report link to access the report
feature.
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Exhibit 8-2. Reporting Screen

: MTF-1[RELEASE 1)

Lead User: Jane Doe
# HIPAA Rule © Functional Area " Categary © Requirements © Combinations

Standards for Electronic Transactions and Code Sets

National Standard Health Care Provider ldentifier

Security and Electronic Signature Standards

Standards forthe Privacy of Individually e ntifiable Health Information
National Standard Employer Identifier

MNational Stancard Health Plan [dentifier

¥ Include Intra ¥ Include Autharity ¥ Include Document Source ¥ Include Reg Req

I¥ Include Req Test ¥ Include Categary ¥ Include Requirement ote ¥ Include Tagk Mote

Thisisthe Report screen. Only Lead Users and Subscriber Administrator users can
access this screen.

8.2 Filtering Reports

The user can choose to filter by HIPAA Rule, Functional Area, Category, Requirements,
or Combinations. Then, he/she can generate a Report on compliance with standards by
either selecting one or a set of HIPAA Rules, one or a set of Functional Areas, one or a
set of Categories, or one or a set of Requirements. The user can select the one item or set
of items by pressing the CTRL key and clicking each item, or by just dragging the mouse
through al of the items without removing it from the selections.
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Exhibit 8-3. Reports by Filter

Lead Uger: Jarne Doe
T HPFA& Rule ¢ Functional &rea " Calegory © Requiement= ™ Combination=
& HPAA Rule & Functional Srea @ Calegony

[ Sierdands for Eleconic Tienescians end Code Sele =]
% Requirement Question ™ Selecall
1 LHilizing he "A50 WI12H B57 - Hesllh Care Cleim: Insddutional Yolumes 1 and 2, Wersion 3010 siandard for transacdions used to =ubmit —

Iinsteutianal haalih care claims andior encounber informatkon

g Milimeg the “ASEC K1 2H B37 - Health Care Clsim: Professional Valumes 1 and 2, Yersion 0010 standard or tran=sctions used to submit -
professional heahh can claims andior arcounter infomation

LHilzing 1he “&3C 12K B3 - Heath Carg Claim: Damal Yarsion 40007 standard for transactions used 1o submit dantal hesdth care claime

3 -
ardior encounter information

4 Uil izireg fhee A5 K1 ZH BES - Haalth Cars Claim PaymerdiAdvic @ werslon 4010° standard far iransactions used to make @ payman i
infarmatior about the bransfer of funds, amd pagment processing rformation boa Ansnc sl mEiloion for 3 beskh cae provider,

5 LAllizing 1he “A5% 112N B35 - Health Gare Faymentdddvice Vabion 400107 standsed for iranaactions used to aend & ramifancs adyica diraclly -
to & health cane provider (sending dala only]

G LHilizing b "A500 12N BZE - Heallh Care PaymerdAdvice Yemion 010" =iapdsrd for ransactions uszed to make paymert and serd an —

wxplanation of bersfits 1o a beakh can providar wa g fneecial walilbubon
LHilizing thes *A50 1 2H B3 - Health Cars Clim: Instdutional Wolumes 1 and 2, %ersion a010F siardand for tran=sclions used to traremit
T | coorination of benaft infarrnation 1o a heslth planfor the purposs of detamineg tha relative payrant responsiblities of tha heahh plan of {a] [
inztiutiaral clams; (b} payment infemation.
LAllizirey ko2 "A%C 012N EST - Heglth Care Claim: Profecsional Valumes 1 and 2, Wengion 80100 elaerdand 0 fransctions veed Eo traremil
B cobrdination af benaft imMfamraatian 10 & health plandor the pumpose of detarninkg the relatve pasmant responzibilticn of tha heatth plan of (a] |
professional clems; [b) payment idomradion.

There is adight difference in the way the user can select the items for print when using
the "Requirements” versus "Combination™ option. In the "Requirements’ option all
Requirements are available. 1n the "Combination™ option the user first has to select a
subset of Requirements from one HIPAA Rule, one Functional Area, or one Category.
Instead of using the CTRL key and clicking each item selection is done by checking the
respective checkboxes next to the Requirement Questions.

HINT: Note that when you make the selection of a subset of items, you may not write a report
on any number of Requirements. For example, when choosing the "Combinations"
option the user cannot create a Report with any humber of Requirements from the
Privacy AND Security Rule, or from the Access Controls AND Management Personnel
Category. Selections can only be made from one Rule, or Category, or Functional Area.
The selections cannot crossover. To do that, the user would have to select the
"Requirements” option. The best way to learn the Report feature is by doing some.
Create a few different reports!!!

©2002-2003 Strategic Management Systems, Inc. 51
All rights reserved.



HIPAA BAS ICS™ User Manual for TRICARE

8.3 Modifying Reports

To create a shorter report or an executive style report, the user can make selections using
the checkboxes at the bottom of the Report screen.

Exhibit 8-4. Report Styles

HIPAA _
“BASICS

Lead User: Jane Doe

% HIPAA Rule © Functional Area © Category © Requirements © Combinations

Standards for Electronic Transactions and Code Sets

Mational Standard Health Care Provider Identifier

Security and Electranic Signature Stanclards

Standards for the Privacy of Individually [dentifiable Health Information
National Standard Employer Identifier

Mational Standard Health Plan Identifier

¥ Include Intro ¥ Include Authority ¥ Include Docurnert Source ¥ Include Reg Req
I¥ Include Req Tast ¥ Include Categary ¥ Include Requirement hote ¥ Include Task Nate

Choosing to include or exclude certain text components of the Report alters the style of
the Report. The default is that all checkboxes are checked, indicating that everything is
included. The user can check off/on any of the items and decide what will be included in
the Report. The Report will not be generated unless you click on the Report, Printable

Report, or Printable ReportPdf buttons.

To get aprintable version of the entire report, click on the Printable Report button. For
a downloadable PDF (Adobe Acrobat) version click on the PrintableReportPdf button.
Only the PDF version can be downloaded and emailed to other users.

To view the entire report, page by page on the web, choose Report and navigate by using
the NEXT and PREV buttons at the bottom of the report. This report may be advisable if
you are on a slower connection or have low memory computer, as less information is
loaded into the Browser at one point in time.
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Exhibit 8-5. Gap Analysis Report

HIPAA Gap Analysis Report
EMISING L7 South Wkt Street Alexandrka YA 22313 USA

Lead Wisr s ba ol lection Dake

Jorva [ pripf k]

HIPAA Fule: Standacds For the Provacy of Individeally Tdsotifiable Health Informastion

This rube wetr blohar standardy 4o proberitha privacy of individu sty deri#sbis baslth dalnad or in o L]
cartwn admnilulaa and fnencial dessacliane, ard applins bs heakh plene. bralih cors duaisghonsan end codan bnalih com presidas. (T seh
1R N S lard 3 msth respes of to the 100 o1 fred bbd it 40 Tl fes st Do wmoati an, oo ed ures R Entrosng Tose (g, Jud e antfalized aad
TETHEE R B E s D T T

EN g angae wsih ol Prachi fetal B aialt Dl réood

Hen that i

L Raguireman-{fuerifon

113 Coonphanes [ile nbdfyin g whees poadbne lealiby ifcemation bedome s prote aied b kh efnanaion

gt ony Aequverme® . Deselop policies and procedures for identifying when rowine beakh informalion becomes
pimtectad beakh infommation.

Feguistony Aoy .

Cmeered enfities must obt=n paiient consent or authonzation belore uming or disclo=ng
prrtectad beakh infammation, whl anly cafain axceprions In order o properly camply wiikh
these requirsments, empkyees must be able to accurabsy n:lerﬂir,' healih riormation as
protactad Fakh infornatlon. |§ 164 S0EE); 5§ 164.508(s] - 1]

Policy and Proceduie

Pmtaciad haalh inforagiion means ediiduslly ideri@iable beakh inforrstion that iz (@)
traremitied by elactionic madia, (b maintsired in any aleciene madum (= desenbed
under HIPAS), o (] tranamiklad of roalnlainad o ang obher iemn oF mediom

Cocumenation Soure -
e pnant ot

Fark I R gedramerd Fost Sraims

(=4 Ths sdninisyative paliciec and prced ures umed bo missd this eguisneni a1s documsrisd Lot sssewered

{=r} Includexths defisfian of indredually idastiable heath mamsdion ar dedned urder HIPRA mpslatione ot Aarrmared

o3 Incdied e mn & p sl e G scbeline hia 5B indarm sbicn bacamese prdacted bealb ivfeomadian, s dedeiba-d ande) Bt Juirmered
HIF&s sgelstion

oa

Idanti¥ ar by parsana) meaporabla ter Hanifying outira foai b isfermaetian ar predacied heeth Dfsrerfics in tha Bl dorresd
work of o deapare

ol ewrvan - asriton

Cinclngiree snd ywouseing nnbrth s weimeon soveaed nf s cied baskh infy

necearery ko

Additional navigational buttons are provided for users in the Report area:

» LogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.

» Go back to the Gap Analysis Project List by clicking on Back.
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8.4 Graphical Status Report

Graphical status reports, which display compliance in bar graph format, as well as
percentages, can be generated by the Subscriber Administrator and the Lead Users.

From the Gap Analysis Project List screen, click on the Status link. This link only
appears for the gap analysis/assessments owned by the Lead User and for the Subscriber
Administrator.

Exhibit 8-6. Lead User - Status Page

HIPAA _
£BASICS
 log0f  Mem Bk ;  H

Lead User: Jane Doe
¥ HIPAA Rule © Functional Area © Category © Requirements © Al

atandarcs for Electronic Transactions and Cade Sets

Mational Standard Health Care Pravider ldentifisr

Security and Electronic Signature Standards

atandards for the Privacy of Ihdividually Identifiable Health Information
Mational Standard Employver Identifier

National Stancard Health Plan [dentifier

The Status screen allows the Subscriber Administrator and Lead Users to view Status
Reports. The user can choose to filter by HIPAA Rule, Functional Area, Category,
Requirements, or All. Users can then select any combination or just one item from the
drop down list. (Use CTRL and Right Mouse click to highlight the selection). To
generate a Status Report for the gap analysis/ assessment press the Report button. A
graphical Status Report will be displayed. Use the Print button on your Browser to print
the Status Report. Status Reports cannot be saved.
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Exhibit 8-7. Gap Analysis Status Report in Graphic Format

HIPAA
<BASICS

™

HIPAA Gap Analysis Status Report

GAP 1D: MTF-1

Standards for the Privacy of Individually |dentifiable Health Information
Complete 0 [0%)
Not Complete 0 (%)

pomseeavor
Tt 04 — |

Additional navigational buttons are provided for users in the Status area:

» LogOff takes users out of the HHPAA BASICS™ tool.
0 Users must log off or they will be locked out of the system for twenty minutes.

» Go back to the Gap Analysis Project List by clicking on M enu.

» Go back to the Status screen by clicking on Back.

8.5 Upgrade the Gap Analysis/Assessment

HIPAA BASICS™ will be updated periodically. This occurs when a HIPAA regulatory
change occurs. Once an NPRM HIPAA Rule isfinaized, the tool will be updated and a
new Release is published. Users will be notified well in advance, both on upcoming
regulatory changes as well as upcoming publications of New Releases of the tool. To
have access to the New Release, no action is required by the users.

Users aso have the option to “Upgrade” a gap anaysis/assessment that was started under
the prior Release so that it is compliant with the current regulations.

Using the Edit screenin HIPAA BASICS™, users can click on Upgrade to New Release
to upgrade to the new version of HIPAA BASICS. Due to Regulatory changes, some of
the Requirements and Tasks Notes, Task Status and Requirement Assignments may be
lost. Note there is no Undo step to this and great care should be taken before carrying out
an Upgrade.

HINT: This button is visible only if there is a newly published Release of HIPAA BASICS
Requirements Data in the system and the Gap Analysis Project is of the previous
contiguous Release. There is NO undo of this step. It is strongly suggested that BEFORE
using this feature the user creates a PDF Report of the entire Gap Analysis and
downloads this PDF file in order to preserve all entered comments and answers in
electronic format.
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8.6 Trace Reports

Once an NPRM HIPAA Rule s finalized, the tool will be updated and a new Release will
be published. Users will be able to see from Trace Reports which changes have occurred.
The Subscriber Users can access Trace Reports through the Info Link.

The Requ”'ernent List Trace Report shows Exhibit 8-8. Requirement List Trace Report

Requirements as No Change, Minor Change, 108 108 No Change
Major Change, Newly Added, and Deleted. If 109 109 No Change
Requirements have not been changed or 10 110 No Change |
deleted, they are marked as No Change. If the K] 111 No Change
Requirement was marked as a Major Change, 112 112 Minor Change
your answers will not be carried over and you 113 113 Major Change
will have to answer this requirement again. 114 114 Minor Change
Also, Newly Added Requirements will be 115 115 Minor Change

shown as Not Answered. If it isaMinor 116 = Deleted
Change, answers will get carried over. 117 = Deleted
Because of Requirement changes, the 118 : Minor Change |

Requirement Number will be changed and
will be referred to as the “New #’ on this Trace Report.

On the other Trace Reports, you will be able to view the changes between the previous
Version of HIPAA BASICS™ (Previous Release) and the current Version (Current
Release).
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8.6.1 Requirement Trace Reports

Upon the publication of a new Version of HIPAA BASICS™ Trace Report(s) are posted
on the I nfo page for downloading. In case of difficulty with the downloading, a user can
request the following Report (s) from the TMA HIPAA Help Desk.

The Newly Added Requirements are listed in the Newly Added Reguirements Trace
Report. For all Requirements that have undergone Major Changes, the user should refer
to the more detailed Major Change Tasks Trace Report.

Exhibit 8-9. Requirement Trace Report (Newly Added)

HIPAA

Requirements Trace Report (Newly Added)

Version2

equirement 116. Identifying when the organization would need to create a limited data set.
HIPAA Rule tandards for the Privacy of Individually ldentifiable Health Information
Y aregory K. Management of Protected Health Information
Functional Area Compliance
Asked
Functional Area Compliance
Assiened
ngmdmmjp Develop policies and procedures for identifying when the organization would need to
cquirvenent reate de-identified health information.
Documentation Policy and Procedure
Saurce
caverad entity may use protected health information to create, use and disclose a limited
.. [data set for the purposes of research, public health and health care operations, provided
I"‘E‘L’”M'rm:""""'rm”':"Emt the entity enters into a proper data use agreement with the recipient of the limited data|
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8.6.2 Task Trace Reports

The User can aso review modifications to tasks in the posted Task Reports. We
recommend that you revisit all Tasks that have undergone a "Magjor Change" or have
been "Newly Added." The following reports state the changes.

The Newly Added Tasks are listed in the Newly Added Task Trace Report.

Exhibit 8-10. Task Trace Report (Newly Added)

HIPAA _
<BASICS

Task Trace Report (Newly Added)

Version2

information.
FE 08 Training of the Privacy Oﬂlcer includes policies and procedures related to administrative requirements.

62,06 Training of the Privacy Offlcer includes policies and procedurss for uses and disclosures of protected heafh information.
113. Disclosing and requesting only the minimum amount of protected health information necessary to
accomplish the purpose of the particular use or disclosure.

113.08 Includes critera designed to limit the protected health information requested to the information reasonably necessary to
liccomplish the purpose for which request is made.

[1173.09 Requests for disclosures are reviewed on an individual basis in accordance with eriteria designed to limit the protected health
nformation requested to the information reasonably necessary to accomplish the pumpose for which the request is made.

116. Identifying when the organization would need to create a limited data set.
e administrafive policies ang procedures used o meel this requirement are documented.

y 10N o a business associate fo
redte, a limited data set only for the following purposes: (a) research; (b) public health; or () health care operations.

The Mg or Change Tasks Trace Report will show the mgor changes on the Current
Version compared to the Previous Version.

Exhibit 8-11. Task Trace Report (Major Change)

HIPAA _ :
<BASICS .

Task Trace Report (Major Change)
Version2 Versionl
b. Utilizing the . 3 code setfor . Utilizing the . 3 code set for
medical data pertaining to the prevention, medical data pertaining to the prevention,
diagnosis, treatment, and management of hospital  diagnosis, treatment, and management of hospital
inpatients. inpatients.
M3 The code set s installed in the test environment 26,03 A development and test environment exists mimicking the current
f2nvironment.
43. Conducts tests of a sample of transactions to 43. Conducts tests of a sample of transactions to
see whether they are being written correctly. see whether they are baing written correctly.
EBJO Generates a sample ASC XT2H 837 - Dental Health Care 210 Generates a sample ASC X 12N 837 - Dental Health Care
laim, for pre—adjudical_ion. - laim, with dependents.
52. The Privacy Officer has been trained regarding  52. The Privacy Officer has been trained regarding
the privacy of individual health information. the privacy of individual health information.
|52.EI3 Training of the Privacy Officer noludes policies and F2.08 Training includes policies and procedures for initiating that |
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When the User chooses to Upgrade a particular gap analysis/assessment from the
Previous Version (Release) to the Current Version, please note that al Tasks of Major
Change and Newly Added Requirements will be reset to "Not Answered” and Notes for
these Requirements and associated Tasks will be reset to Null. Therefore, the User should
create a PDF Report of your entire gap analysis/assessment, including all HIPAA Rules,
before the Upgrade.

Please note that if a Requirement is categorized as having undergone a Major Change,
all of its Tasks will be classified as Major Change, even if some of them may have
remained the same text in the New Version. This has been done to ensure that you
address the Standard (Requirement) in its entirety and be fully compliant with all aspects
of it.
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9. PROJECT PLAN

9.1 Generating a Project Plan

The Subscriber Administrator and Lead User can generate a project plan to help guide the
implementation efforts of the organization. The project plan that is downloaded from
HIPAA BASICS™ contains all the data entered by the users during an assessment,
including compliance status and notes.

Exhibit 9-1. Setting up Project Plan

Edit Gap Analysis

Lead User: Jane Doe j

Data Collection Date: |12NZDDZ

Target Completion: l—

Project Start: li

Gap ID: IMTF1—‘

Gap Active: v

Date Completed: W

Notes for Client: j
E
/|

Internal:
_ Archive to File . Project Flan . Reassign User Assignments _

To generate the project plan, the Subscriber Administrator or Lead User must access the
Edit Gap Analysis screen and click Project Plan.

A prompt may appear containing the number of Requirements marked as “Not
Answered”, and ask whether or not you would like to continue. All items marked as “Not
Answered” will be converted to “Not Complete” in the project plan.

HINT: If the prompt displays that you have items marked as “Not Answered”, go back to your
assessment and check to see where items have not been addressed before generating
the project plan. Items that have actually been addressed may be marked as Not
Complete and be tasked in the project plan.
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To create a Microsoft Project plan with data from the selected Gap Analysis involves
downloading a.mdb file to your computer. (You must have MS Project 2000 installed on
your computer). These are the steps to create you Microsoft Project plan

1

Please Right click on thislink and select Save Target As
HIPAAM SPgapname.mdb to download the MS Access 2000 file for the Gap ID:
gapname.

Open MS Project on your computer. Choose File->Open from the menu.

Select Files of type Microsoft Access Databasesand open the downloaded file
'HIPAAM SPgapname.mdb'.

You may be prompted again to Open From Database. Please click on Open
button. Finish up by saving the file as an MS Project file (.mpp) and proceed with
this .mpp file.

HINT:

Before proceeding make sure the .mdb file is downloaded into a folder or directory on
your computer that you will remember.

Additional navigational buttons are provided for usersin the MS Project Template area:

» L ogOff takes users out of the HIPAA BASICS™ tool.
0 Usersmust log off or they will be locked out of the system for twenty minutes.

» Go back to the Edit Gap Analysis screen by clicking on Back.
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10. TECHNICAL SUPPORT

10.1 Systems Administration

There are three (3) administrative level users: the Help Desk, HBAdmin, and the
HBSuper. The HBSuper is the highest level user with privileges to all accounts including
creation and releases of new Release of HIPAA BASICS™. The HBAdmin cannot
modify content for end-users by releasing a new Version.

» HBSuper: Thisisthe highest level user and can do everything, including creating
Subscribers and Help Desk users, logging into any user account, and creating and
posting new Versions, as HIPAA rules and regulations change. This user can also
send group email to some or al account holders to notify them on certain topics,
including upcoming regulatory changes.

» HBAdmin: Thisisthe second highest level of user and can do everything but initiate
creation of new Versions and post new Versions. This user can edit draft Versions
before New Release. This user cannot create License Paks, but assign and renew
existing License Paks for a Subscriber.

» TMA HIPAA Help Desk: The TMA HIPAA Help Desk can be contacted by email
to hipaasupport@tma.osd.mil. The Help Desk is available Monday to Friday and will
provide answers within 2 business days.

10.2 Getting Information Updates

The Info link on the Gap Analysis Project List provides information and updates to all
users within the tool. Frequently Asked Questions (FAQSs) are listed, as well as other

relevant HIPAA BASICS™ information as changes in the regulation or in the HIPAA
BASICS™ tool occur. This page is updated by the TMA HIPAA Help Desk regularly.

System Updates are communicated to the MTF Subscriber users by email.

Additional help can be requested using the Contact Us link on the Gap Analysis Project
List.

The TMA HIPAA Help Desk will respond to requests within TWO BUSINESS DAYS.
MTF Subscriber users can contact the help desk at hipaasupport@tma.osd.mil.
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10.3 Getting Version Upgrades

HIPAA BASICS™ will be updated periodically. This occurs when a HIPAA regulatory
change occurs. Once an NPRM HIPAA Ruleisfinalized the tool will be updated and a

new version isreleased. Users will be notified in advance, both on upcoming regulatory
changes as well upcoming updates to the tool

After anew version is released, users will be able to see changes using Trace Reports.
Users have the option to “upgrade” an assessment that was started under the prior Release
so that it is compliant with the current regulations.

Information about the New Release can be found at the Info page on the Main Menu.
The Release or Version number that is associated with a Gap Anaysisis displayed in the
Rel column on the Main Menu.

<BASICS
Baseline Adminstrative Sinplfication Integrated Compliance Solution
Client Data Entry Data
Answer Assign Collection Gap ID Rel Edit Report Status
CUsers Date
SMiSine Subreriza 107312002 DEMO GAP 1
! ! Adrrinistrator
* Gap Analysis Project List )
ShdSine Jang Do 124052002 MTF-1 1 Edi Report Stafus
" Palicies & Forms
Jane Doe
112 5. West Street
Suite 200
Alexandnia VA 22314 U3
703-555-6555
CurrentUser Add Gap
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10.4 Help Menus

Each area of HIPAA BASICS™ has a Help link that directs users to detailed help
information about the current screen. Click on Help to access the information.

The Help Screen also contains links that provide further information on select topics.

Exhibit 10-1. Help Screen

¥ Gap dralysis Project List

™ Polices & Forms
Iana Dos

112 5, Wasl Stimel
Siifte 200

Wl randris WA 22314 US
P55 5555

purenilier  Add Gap

ERdSine

it i

2 HIPAA BASECS Dnbea Halp - Hciecoll inlsnel Ex

Trasz 15 tha Mam fenu whem you can ves and accass
informatian relating to cither the Gag Amabysis Project Lis
of Umars or Policies & Forms Hyou chok ta “Mene™ button
clsawhana in this applhcation it will taka you back to this
SCrEEt

Tre= Client Data Entry ares alows you to foggle beteeen
Epams” ==ctions of the program. A user may rot see allthe
toggle buHone depending on the kevel af the uzer. Lead Users
ardd the Subseriber Administmior Lrer will be abla to loggle
between Usem, Gap Analysis Project List and Policies and
Fonres. A regular Lizer will only be able {0 see the Ueems and
Gap Analysis Pmject List toggle butlors

bz thi toggle bulbors onthe lef 1o s betwesn

1) thez chaplay of the Gap Snabysis Propots that pou ams
curmanly morking on aiher by poursetf ar jaintly with athar
Lkers,

2] tha Ulserm, and

i3 Palicias & Forme

Hata: The topgle buttons thal are displayad on this screan
are based ontha License Pak that you hawe subscribad to. i
woul e nof =ure about which License Fak you have
mimcnbed o pleaze cantact your Subscober Adminisiror

Pal Esit Repert States

The help menu also contains alink to contact directly the TMA HIPAA Help Desk.
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10.5 Troubleshooting

10.5.1 Help Text Display Problem

On clicking the Help link, sometimes the users may get a message as shown in the figure
below:

Exhibit 10-2. Help Text Display Problem

HIPA B HIPAA BASICS nfine Help - Microsolt

AE:‘QS uld not laad holp fl. Plaaa cloca windaw: Refush prai
acraen and retry.

m H thie i rabwahabwo s resde=d 18 Heoay, pleane canda o peer sdminidrrarisr

—— e ———

furiket halp o1 smail o Reguirement Tasks
Capyn ghk® STO0-2000 Stratep i Managamand mpdens, Ine. Al Rights
Fu Passrved. Frisacy Policy - T af Uss
Pig = fem
Beyuires raentidace Version 007 standard for trarsactons used bn make 3 paym
wensing informstion 10 a financial irsihdion for 8 heatth cane providar
Regula gactions and for code seds 10 be used inthe treneactions, ae well a5 raquin
LFR Part 1E2]
Reqg mhh care provider using electronic media, the organization musl use ihe reg
1 1o conducd the lransacticn.

- pre=c

1 Enalus B © Nl Applicable & Al A

i F\m maat this reguiramant are docurmnertad

[ m:r ich mimics the curant production erwironmant.

hies O = |on_of the irans aciion are documertad.

e okt Aney nission and recaption of the fransaction are docurnanted.

#0511 ot hoe, o ramadiation mouead 10 accent and procass the ranzaction has e

405 Tk A BB TErTET . o _'J : :
fhl'n.1|l1|‘| of the ransaclic arlu:-n for gruger routing. [This wil mgylm Fl dala w:hlln:lum Inl:l'nu:al all:ht:l:lum .-||d HFEII: a1|un
architeciurs capable of =upporing eorrenl and fubue HIPAS requirements Conzider using 3 workfow tool ]

T [hdok Answared =) Adminisirative propadines are in place tn treshami and o batch S0 franssctiona_[This raguites devalopiyg rapoding and

Please close the pop up window and click the Help link again. If you still get this
message, please close the pop up window and click on the Microsoft Internet

Explorer @ button, and click the Help link again.

10.5.2 Login Screen Errors

The Subscriber and Help Desk users may experience some login errors.

» User already logged in. Multiple Logins not allowed. Please try again after 20
minutes. Due to security concerns, the system currently limits only ONE login per
Subscriber User at a given time. If you do not log off cleanly, you will get this
message. Please remember to Log Off before closing your Browser. If this error
persists beyond the time specified in the error message, please contact your
Subscriber Administrator who can then judge if it is a security breach and assign you
anew password.
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» User Not found. Please check your user ID. Please reenter your User ID as
provided by the Subscriber Administrator. (Also, be sure that you have correctly
typed in the name for the Subscriber upon very first login attempt. You may want to
delete the Temporary Internet Files ("cookies') on your PC, thenclose the browser,
and start over and login again. Enter the proper Subscriber name.)

» Wrong Password. Please check your password. Passwords are case sensitive.
Please reenter your password using the correct Letter Case. Check to see if your
CAPSLOCK Key ison.

» Not Authorized to view thisform. Please contact the Administrator. Your User
ID has a user level associated with it, which defines your user right. You will only be
allowed access parts of the system assigned to you by your Subscriber Administrator
or HIPAA BASICS Administrator. Please contact your Subscriber Administrator if
you are denied access to a screen that you think you should have been assigned to.

» Session timed out OR incorrect URL used. Please try again by closing the
browser using the appropriate URL. You may have tried to access a form/screen
which you do not have access to. Please contact the TMA HIPAA Help Desk.

Please contact your TMA HIPAA Help Desk in case of any other error message not listed
here.

10.6 Archiving

Subscriber Administrator users are advised to use the Archive feature in the Edit Gap
Analysis screen to store a copy of every Gap Analysis/ Assessment on their local
computers.

This feature allows the Subscriber Administrator to download and back up the raw data.
All the data entered by the Subscriber users, i.e., Complete/ Not Complete, Notes, etc. is
stored in the Microsoft Access Tables.
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10.7 Technical Configuration

10.7.1 Setting Up the Internet
Explorer Browser to Accept
Session Cookies

To set this option:
a. Open Internet Explorer.

b. Choose Internet Options
from Tools menu and Select
the Security Tab from the
opened window.

c. Click onthe Custom Level
button and scroll down the
list to view the Cookie
section as shown in the
figure below.

d. Make sure you have the
option Allow per session
cookies (not stored) set to
Enabled.

Exhibit 10-3. Setting Up the Browser to Accept Cookies

Internet Properties
General  Security lContent | connections | Programs | Advanced |

Select a Weh content zone ko specify its security settings.

O e

Localintranst  Trusted sites  Restricked
sites
Internek

This zone contains all Web sites wou
o’ haven't placed in other 2ones

Sites |

—Security level for this zone
IMove the slider to set the security level For this zone.
- Medium

- Safe browsing and still Functional

- Prompts before downloading potentially unsafe content
- Unsigned Activer controls will not be downloaded

- Appropriate For most Internet sites

Cusktom Level. .. | Defaul: Leve| |

& E3

Security Settings

Sethings:

@ Cookies

@ Allow cookjes that are stored on your computer
{2 Disable
O Enable
O Prompt

@ Allows per-session cookies {not skored)
{O Disable
®
O Prompk

@ Downloads

@ File: download

O Disable

{2} Enable
[ai% Cnrk Anrned laod

T -
1| | »

—Reset custom settings

Reset to: IMedium

L] Reset |

o]

Cancel
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10.7.2 Setting up Adobe Acrobat to view HIPAA BASICS™ PDF documents

Exhibit 10-4. Setting up Acrobat to view HIPAA BASICS™ PDF
documents

To be able to view PDF files
using Microsoft Internet

File | Edit Document Tools Wiew Window Help

Explorer, the Adobe Acrobat ~ —— = o
Reader should have Display & Reda CrbbShift+Z o “ s “ WACS
PDF in Browser checked. e — =

o ChrlHE
Paste el
Delete

To set this option:

i
ChrahifE s

Select &l
Deselect Al

a. Open Adobe Acrobat
Reader.

Fird . ChrlHFE
Find &aaim Chrl+G

Chrl+1

Properkies. .

b. Choose Preferences
from the Edit Menu.

DocBox

c. Choose Optionsin
the list on the left

and check the box
next to DISp|ay PDF Actessibilty | =] [ Web Browser Options
in Browser. gg;l'::nts IV Display PDF in Browser
Farms ¥ Check Browser Settings When Starting Acrobat
Full Screen IV Allow Fask Web Yiew
Zt v allow Background Downloading
Update
web Buy — Startup
IV Display Splash Screen
[ Certified Plug-ins Only
— Miscellaneous
[ Use Page Cache
[V Use Logical Page Mumbers
v allow File Open Actions and Launching File Attachments
v Cpen Cross-Document Links In Same YWindow
Reset All Warnings
|
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10.8 Group Emails

Occasionally, the MTF Subscriber users may get emails that have been sent by the TMA
HIPAA Help Desk of the format similar to shown below.

Exhibit 10-5. Sample TMA HIPAA Help Desk Group Email

rom: HIPAL BASICS [mailto:hipassupportftma.osd.mil]
Sent: Tuesday, November 12, 2002 12:59 PHM

To: John Doe <johndoefswsincxyz.hizs

Subject: Regulatory Update

Date:11/12/2002 ; Time:12:58 .
L1l Users,

Every once in a while we will notify you on regulation changes, newly proposed rules, or other
regulatory events relating to HIPAL. Please read the attached document.

Thank you.
HIPALAE BASICE Helpdesk

These emails allow the TMA HIPAA Help Desk to communicate with the MTF
Subscriber users.

10.9 Help Desk

Help Desk Users are responsible for creating/ setting up new Subscribers, managing
License Paks (but not creating), and assisting the Subscriber Users by e-mail. Help Desk
Users have the right to log in as a Subscriber User in order to provide support and/or
replicate a reported problem. Help Desk Users communicate with the other users via e-
mails that can be sent from within the HIPAA BASICS O tool.
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11. GLOSSARY

To facilitate clarity the following terms will be used through the document and are
defined as follows:

Assessment: An Assessment is a gap analysis undertaken to review compliance status. A
L ead User or Subscriber Administrator within a Subscriber group conducts an
Assessment.

Category: Project Categories are proprietary to HIPAA BASICS™. They serve as
filters for the Requirements of the different HIPAA Rules. Categories also organize the
MS Project plan that is generated from a particular assessment in which gaps were
identified.

Chief Privacy Official (CPO): The Privacy Official formally assigned the responsibility
for a covered entity’ s compliance with the Privacy rule. Large entities may have
additional privacy officials charged with assisting privacy implementation in different
facilities of the entity. For example, alarge Military Treatment Facility (MTF) entity
composed of amedica center and outlying facilities may have more than one “ privacy
official” subordinate, for implementation actions, to the entity’s Chief Privacy Official.
A smaller entity, such as a community hospital model MTF may have only asingle
Privacy Officia. The CPO may also be known as the “ Chief Privacy Officer” or
“Command Privacy Officer”.

Covered Entity: A regulatory term used in HIPAA Administrative Simplification. A
covered entity is defined as a health plan, clearinghouse, or provider.

HIPAA BASICS™: A commercial off-the-shelf (COTS) web-based application
designed to assess and track HIPAA compliance within a healthcare care delivery system
or health plan, i.e., acovered entity. HIPAA BASICS comprehensively assesses HIPAA
compliance as it coversal HIPAA Rules.

HIPAA Rule: One the five Rules that make up the Health Insurance Portability and
Accountability Act of 1996 Administrative Simplification. HIPAA BASICS displays
only current final Rules. If there has never been afinal rule, the NPRM Rule (Notice of
Proposed Rule Making) will be displayed.

MTF: Military Treatment Facility. “MTF" for the purpose is an entity that is defined by
assignment of compliance responsibility, not by location or size; It is Ssynonymous with
the covered entity for which the Chief Privacy Official is responsible. An MTF can be
as small as a community hospital and as large as a medical center with multiple clinics
and/or other ancillary facilities.

MTF-Level Privacy Assessment: A term used in this CONOPS to label that one
particular assessment that is specifically recommended to cover the Privacy compliance
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status of the MTF (as defined above) and forms the basis for remediation efforts as well
as future tracking.

NPRM (Notice of Proposed Rule Making): The preliminary form in which HIPAA
Rules are released before they become final. NPRMs represent “rough drafts’ of HIPAA
Rules.

New Release: An updated version of HIPAA BASICS with new content that reflects
some regulatory change. For example, a New Release would be produced when a
HIPAA Rule moved from NPRM status to its final rule.

New Version: A feature of HIPAA BASICS™ that alows the creation of a duplicate
(copy) of an existing assessment so that compliance status within that assessment can be
updated without destroying the audit trail. This feature allows alead user to show
changes in compliance status while leaving the original assessment record intact and
without constructing a new assessment from scratch.

Privacy Team: A workgroup that is assigned organizational planning and remediation
responsibilities to accomplish MTF compliance withthe Privacy Rule. The CPO
typically organizes and leads this team. At a minimum, members of the Privacy Team
include HIPAA BASICS Lead and Regular users (see TeamAssigned). The team can
include other MTF/facility staff as deemed necessary by the CPO.

Requirement: A term used in HIPAA BASICS™ that refers to a regulatory standard of a
HIPAA Rule.

Subscriber: A HIPAA BASICS™ term that refers to a group of application end users
that collaborate on HIPAA assessments and tracking. A Subscriber aways includes the
following three types of HIPAA BASICS™ users: Subscriber Administrator, Lead User

and Regular User. There will be one Subscriber group (subscription) for each MTF (as
defined above) in the MHS.

TeamAssigned: A term used within HIPAA BASICS™. It refersto ateam of HIPAA
BASICS™ users within a Subscription who work jointly on an assessment. Each
assessment has its own distinct team of users.

TMA: TRICARE Management Activity (TMA), the customer and part of MHS that
obtains a license to use the HIPAA BASICS™ tool on its servers or network.

Upgradeto New Version: A feature in HIPAA BASICS™ that alows a user to Upgrade
a previous assessment to a New Release of the application.
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